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1	Decision/action requested
The meeting is asked to approve this contribution.
2	References
[1]	3GPP TS 28.316 v0.2.0 Management and orchestration; Plug and Connect; Data formats.
[2]	3GPP TS 32.160 Management and orchestration; Management service template.
3	Rationale
This contribution describes entities information in DHCP replies for TS 28.316 [1]. 
4	Detailed proposal
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-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 28.314: " Management and orchestration; Plug and Connect; Concepts and requirements”.
[3]	3GPP TS 28.315: "Management and orchestration; Plug and Connect; Procedure flows".
[4]	IETF RFC 3925: "Vendor-Identifying Vendor Options for Dynamic Host Configuration Protocol version 4 (DHCPv4)".
[5]	IETF RFC 8415: "Dynamic Host Configuration Protocol for IPv6 (DHCPv6)".
[6]	IETF RFC 2132: "DHCP Options and BOOTP Vendor Extensions".
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[x]	IETF RFC 2131: "Dynamic Host Configuration Protocol".
[y]	IETF RFC 3396: "Encoding Long Options in the Dynamic Host Configuration Protocol (DHCPv4)".
[z]	IETF RFC 3646: "DNS Configuration options for Dynamic Host Configuration Protocol for IPv6 (DHCPv6)".
[u]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[v]	IETF RFC 6712: "Internet X.509 Public Key Infrastructure -- HTTP Transfer for the Certificate Management Protocol (CMP)".
[w]	IETF RFC 4862: "IPv6 Stateless Address Autoconfiguration".
[o]	IETF RFC 4861: "Neighbor Discovery for IP version 6 (IPv6)".
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4.2	Entities information in DHCP replies
4.2.1	General
4.2.1.14.2.1	DHCPv4
This clause describes DHCP options for use with DHCP for IPv4 (DHCPv4) to send configuration information to NE in DHCP replies in Plug and Connect (PnC). 
The information that NE receives from the DHCPv4 server while performing the Initial IP Autoconfiguration procedure specified in clause 5.2 of 3GPP TS 28.315 [3], using IPv4 based networking stack, may be classified in two categories: basic IP configuration and vendor specific configuration.
The basic IP configuration information is documented in RFC 2131 [x] and RFC 2132 [6] and may include the following:
-	IP address ("yiaddr" field in [x]);
-	Subnet Mask (option 1 in [6]);
-	Router(s) (option 3 in [6]);
-	IP address(es) of the DNS server(s) (option 6 in [6]);
-	Domain Name (option 15 in [6]).
The vendor specific configuration is described in detail in clauses 4.2.3, 4.2.4 and 4.2.5.
The DHCPv4 option "Vendor Specific Information" specified in the clause 8.4 of RFC 2132 [6] is used as an opaque container carrying the vendor specific configuration from the DHCPv4 server to the NE performing the PnC procedure. The format of Vendor Specific Information shall follow the rules specified in clause 8.4 of RFC 2132 [6].
The use of Vendor Specific Information DHCPv4 option 43 for PnC is illustrated in table 4.2.1.1.
Table 4.2.1.1: Use of the Vendor Specific Information
	Code
	Length
1-255
	Vendor Specific Information

	
	
	Configuration attribute 1
	Configuration attribute 2
	...

	43
	n
	Type1
	Length1
	Data
	Type2
	Length2
	Data
	...

	octet
	octet
	octet
	octet
	n octets
	octet
	octet
	n octets
	...



The DHCPv4 option 43 may be used to carry MvPnC specific configuration from DHCPv4 server to the NE which identifies itself as MvPnC compatible DHCPv4 client using DHCPv4 option 60 as specified in the clause 4.1.1.1 of the present document. The MvPnC specific configuration is encoded in the field of “Vendor Specific Information” in table 4.2.1.1.
Alternatively, the DHCPv4 option "Vendor-Identifying Vendor Specific Information" specified in the clause 4 of RFC 3925 [4] is used as an opaque container carrying the Vendor specific configuration from the DHCPv4 server to the NE performing the PnC procedure. The option contains one or more Vendor Specific Information each identified by Enterprise Number. The format of Vendor-Identifying Vendor Specific Information shall follow the rules specified in clause 4 of RFC 3925 [4]. 
The use of Vendor-Identifying Vendor Specific Information DHCPv4 option 125 for PnC is illustrated in table 4.2.1.2.
Table 4.2.1.2: Use of Vendor-Identifying Vendor Specific Information
	[bookmark: _Hlk86235012]Code
	Length 1-255
	Enterprise Number 1
	Data Length 1
	Vendor Specific Information
	Enterprise Number 2
	…

	125
	n
	x
	n
	Configuration Attribute 1
	Configuration Attribute 2
	…
	
	

	
	
	
	
	 sub-opt code 1
	Subopt-len 1
	Sub-option-data 1
	…
	…
	y
	…

	octet
	octet
	4 octets
	octet
	octet
	octet
	n octets
	…
	…
	4 octets
	…



The DHCPv4 option 125 may be used to carry MvPnC specific configuration corresponding to 3GPP registered IANA Enterprise Number from DHCPv4 server to the NE which identifies itself as MvPnC compatible DHCPv4 client using DHCPv4 option 124 as specified in the clause 4.1.1.1 of the present document. Other vendor specific configuration with a different IANA enterprise number, if required by the vendor, may appear before or after the 3GPP MvPnC specific configuration.
The use of Vendor-Identifying Vendor Specific Information DHCPv4 option 125 with 3GPP registered IANA Enterprise Number for MvPnC is illustrated in table 4.2.1.3.
Table 4.2.1.3: Use of Vendor-Identifying Vendor Specific Information for MvPnC
	Code
	Length 1-255
	Enterprise Number 1
	Data Length 1
	Vendor Specific Information
(MvPnC Specific Configuration)
	Enterprise Number 2
	…

	125
	n
	10415
	n
	Configuration Attribute 1
	Configuration attribute 2
	…
	
	

	
	
	
	
	 sub-opt code 1
	Subopt-len 1
	Sub-option-data 1
	…
	…
	y
	…

	octet
	octet
	4 octets
	octet
	octet
	octet
	n octets
	…
	…
	4 octets
	…



If the size of vendor specific configuration contained in "Vendor Specific Information" option 43 and “Vendor-Identifying Vendor Specific Information” option125 is greater than 255 bytes, the RFC 3396 [y] encoding is used.
To avoid ambiguity in the interpretation of string vendor specific configuration attributes, the ASCII character encoding shall be used.
Standard network byte order shall be used with appropriate conversion function at the NE (matching the local little-endian / big-endian byte order).
Some vendor specific configuration attributes may be missing (e.g. the SeGW FQDN attribute may be not present if the SeGW IP address is present) or just have zero length (type octet followed by length octet with value zero and no data octets). 
The qualifiers identifying which attributes are mandatory, Optional (O), Conditional Mandatory (CM) or Conditional Optional (CO) and corresponding conditions are defined it the clauses 4.2.3, 4.2.4 and 4.2.5.
The order of vendor specific configuration attribute is not important (e.g. attribute of type or subopt-code “1” may appear after the attribute type or subopt-code "5").

4.2.1.24.2.2	DHCPv6
This clause describes DHCP options for use with DHCP for IPv6 (DHCPv6) to send configuration information to NE in DHCP replies in Plug and Connect (PnC). 
The information that NE receives from the DHCPv6 server while performing the Initial IP Autoconfiguration procedure specified in clause 5.2 of 3GPP TS 28.315 [3], using IPv6 based networking stack, may be classified in two categories: basic IP configuration and vendor specific configuration.
The NE acquires its IP address can either through stateful or stateless IP autoconfiguration. If IPv6 Stateless Address Autoconfiguration (SLAAC), as specified in clause 5.5 of RFC 4862 [w], is used for Initial IP Autoconfiguration, DHCPv6 is used in stateless mode.
The basic IP configuration information is documented in RFC 8415 [5] and RFC 3646 [z] and may include the following:
-	IP address (option 3 as per clause 21.4 and option 5 as per clause 21.6 in [5], when DHCPv6 is not used in stateless mode)
-	IP address(es) of the DNS server(s) (option 23 in [z]);
-	Domain Name (option 24 in [z]).
The vendor specific configuration is described in detail in clauses 4.2.3, 4.2.4 and 4.2.5.
The DHCPv6 option "Vendor Specific Information" specified in the clause 21.17 of RFC 8415 [5] is used as an opaque container carrying the vendor specific configuration from the DHCPv6 server to the NE performing the PnC procedure. The format of Vendor Specific Information shall follow the rules specified in clause 21.17 of RFC 8415 [5].
The use of Vendor Specific Information DHCPv6 option 17 for PnC is illustrated in table 4.2.2.1.
Table 4.2.2.1: Use of the Vendor Specific Information
	Code
	Length
	Enterprise Number
	Vendor Specific Information

	
	
	
	Configuration attribute 1
	Configuration attribute 2
	...

	17
	n
	x
	sub-opt code 1
	Subopt-len 1
	Sub-option-data 1
	sub-opt code 2
	Subopt-len 2
	Sub-option-data 2
	...

	2 octets
	2 octets
	4 octets
	2 octets
	2 octets
	n octets
	2 octets
	2 octets
	n octets
	...



The DHCPv6 option 17 may be used to carry MvPnC specific configuration corresponding to 3GPP registered IANA Enterprise Number from DHCPv6 server to the NE which identifies itself as MvPnC compatible DHCPv6 client using DHCPv6 option 16 as specified in the clause 4.1.1.2 of the present document. 
The use of Vendor Specific Information DHCPv6 option 17 with 3GPP registered IANA Enterprise Number for MvPnC is illustrated in table 4.2.2.2.
Table 4.2.2.2: Use of the DHCPv6 Vendor Specific Information for MvPnC
	Code
	Length
	Enterprise Number
	Vendor Specific Information
(MvPnC Specific Configuration)

	
	
	
	Configuration attribute 1
	Configuration attribute 2
	...

	17
	n
	10415
	sub-opt code 1
	Subopt-len 1
	Sub-option-data 1
	sub-opt code 2
	Subopt-len 2
	Sub-option-data 2
	...

	2 octets
	2 octets
	4 octets
	2 octets
	2 octets
	n octets
	2 octets
	2 octets
	n octets
	...



If the size of vendor specific configuration contained in "Vendor Specific Information" option 17 is greater than 255 bytes, the RFC 3396 [y] encoding is used.
To avoid ambiguity in the interpretation of string vendor specific configuration attributes, the ASCII character encoding shall be used.
Standard network byte order shall be used with appropriate conversion function at the NE (matching the local little-endian / big-endian byte order).
Some vendor specific configuration attributes may be missing (e.g. the SeGW FQDN attribute may be not present if the SeGW IP address is present) or just have zero length (type octet followed by length octet with value zero and no data octets). 
The qualifiers identifying which attributes are mandatory, Optional (O), Conditional Mandatory (CM) or Conditional Optional (CO) and corresponding conditions are defined it the clauses 4.2.3, 4.2.4 and 4.2.5.
The order of vendor specific configuration attribute is not important (e.g. subopt-code “1” may appear after the subopt-code "5").
4.2.23	Certification Authority (CA/RA) server
This clause specifies the information about Certification Authority server that NE receives from DHCP server in Initial IP Autoconfiguration procedure specified in clause 5.2 of 3GPP TS 28.315 [3] and uses for Certificate Enrolment procedure. The CA/RA configuration attributes are specified in Table 4.2.3.1. The attribute tag (code) is vendor specific.  The attribute tag (code) value specified in the table 4.2.3.1 is only expected in MvPnC specific configuration as specified in the clauses of 4.2.1 and 4.2.2 in DHCP replies to the NE which identifies itself as MvPnC compatible DHCP client.
Table 4.2.3.1: CA/RA configuration attributes
	Attribute name
	Attribute tag (code)
	Attribute length
	Attribute qualifier
	Attribute description

	IP address of the CA/RA
	01
	Variable
	CO
	IP address of the CMP server. An IPv4 IP address is represented as 4 octets. An IPv6 IP address is represented as 16 octets.

	FQDN of the CA/RA
	02
	Variable
	CO
	ASCII string representing the Fully Qualified Domain Name of the CMP server. In case the FQDN is used, the IP address of the DNS server needs to be made available to the NE before certificate enrolment.

	Port number of the CA/RA
	03
	Variable
	M
	Integer representing the port number used by CMP server.
The port for HTTP/HTTPSs transfer of CMP messages is not explicitly given in RFC 6712 [v], therefore this parameter is required. The port number is usually represented as 2 octets.

	Path to the CA/RA directory
	04
	Variable
	M
	ASCII string representing the path to the CMP server directory. 
A CMP server may be located in an arbitrary path other than root.

	Subject name of the CA/RA
	05
	Variable
	M
	ASCII string representing the subject name of the CA/RA. 
The use is described in 3GPP TS 33.310 [u] clause 9.5.3.

	Protocol indication
	06
	Variable
	CM
	ASCII string representing the protocol (HTTP or HTTPS) to be used for certificate enrolment. 
The use is described in 3GPP TS 33.310 [u] clause 9.6.



Table 4.2.3.2: Attribute constraints
	Name
	Definition

	IP address CO qualifier
	The IP address is optional if the FQDN is present

	FQDN  qualifier
	The FQDN is optional if the IP address is present

	Protocol indication CM qualifier
	The protocol indication is mandatory if HTTPS protocol is used



4.2.34	Security Gateway (SeGW)
This clause specifies the information about Security Gateway server that NE receives from DHCP server in Initial IP Autoconfiguration procedure specified in clause 5.2 of 3GPP TS 32.508 [5] and uses for Establishing Secure Connection procedure. The Security Gateway configuration attributes are specified in Table 4.2.4.1. The attribute tag (code) is vendor specific.  The attribute tag (code) value specified in the table 4.2.4.1 is only expected in MvPnC specific configuration as specified in the clauses of 4.2.1 and 4.2.2 in DHCP replies to the NE which identifies itself as MvPnC compatible DHCP client.
Table 4.2.4.1: Security Gateway configuration attributes
	Attribute name
	Attribute tag (code)
	Attribute length
	Attribute qualifier
	Attribute description

	IP address of the SeGW
	07
	Variable
	CO
	IP address of the Security Gateway. An IPv4 IP address is represented as 4 octets. An IPv6 IP address is represented as 16 octets.

	FQDN of the SeGW
	08
	Variable
	CO
	ASCII string representing the Fully Qualified Domain Name of the Security Gateway. In case the FQDN is used, the IP address of the DNS server needs to be made available to the NE before establishing secure connection.



Table 4.2.4.2: Attribute constraints
	Name
	Definition

	IP address CO qualifier
	The IP address is optional if the FQDN is present

	FQDN  qualifier
	The FQDN is optional if the IP address is present




4.2.44.2.5	Management systemSoftware Configuration Server (SCS)
This clause specifies the information about SCS that NE receives either from DHCP server in Initial IP Autoconfiguration procedure specified in clause 5.2 of 3GPP TS 28.315 [3] or from secure DHCP server in Establishing Connection to SCS procedure specified in clause 5.5 of 3GPP TS 28.315 [3] and uses for Establishing Connection to SCS procedure. The SCS configuration attributes are specified in Table 4.2.5.1. The attribute tag (code) is vendor specific.  The attribute tag (code) value specified in the table 4.2.5.1 is only expected in MvPnC specific configuration as specified in the clauses of 4.2.1 and 4.2.2 in DHCP replies to the NE which identifies itself as MvPnC compatible DHCP client.
Table 4.2.5.1: SCS configuration attributes
	Attribute name
	Attribute tag (code)
	Attribute length
	Attribute qualifier
	Attribute description

	IP address of the EM
	09
	Variable
	CO
	IP address of the SCS. An IPv4 IP address is represented as 4 octets. An IPv6 IP address is represented as 16 octets.

	FQDN of the EM
	10
	Variable
	CO
	ASCII string representing the Fully Qualified Domain Name of the SCS. In case the FQDN is used, the IP address of the DNS server needs to be made available to the NE before establishing connection to the SCS.



Table 4.2.5.2: Attribute constraints
	Name
	Definition

	IP address CO qualifier
	The IP address is optional if the FQDN is present

	FQDN  qualifier
	The FQDN is optional if the IP address is present




	End of changes
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